Chapter 14
Digital Forensics and Incident Response

Objectives


When you complete this chapter, you will be able to:
· Describe the roles and responsibilities of the members of the digital forensic team
· Enumerate the key processes involved in collecting digital evidence
· Explain the difference between search and seizure in the public and private sectors
· Identify the goals of forensic analysis

The Digital Forensic Team

When setting out to plan for an organization’s commitment to forensic operations, you should consider the following:
· Costs. These will include costs such as those for the tools, hardware, and other equipment used to collect and examine digital information, as well as for staffing and training.

· Response time. While an outside forensic consultant may seem cheaper because the service is only paid for when actually used, the interruption to normal business operations while the consultant gets into place and up to speed may turn out to be more expensive than maintaining an in-house forensic capability.

· Data sensitivity concerns. These may complicate the use of outside consultants. Forensic data collection can expose highly sensitive information such as personal health records, credit card information, business plans, etc.

First Response Team

The size and makeup of a first response team will vary based on the size of the organization and other factors, but it often includes the following roles:

· Eyes: Survey the scene and identify sources of relevant information. Eyes orchestrate the work of the other team members and usually produce any photographic documentation.

· Fingers: Under the direction of eyes, fingers move things around, disassemble equipment, etc.

· Scribe: Produces the written record of the team’s activities as well as maintaining control of the field evidence log and locker.

· Image the geek: Collects copies, or images, of digital evidence.

An important part of this survey is prioritizing the sources of information. Some considerations that guide this prioritization are:

· Value: The likely usefulness of the information.
· Volatility: The stability of the information over time; some types of information are lost when the power is cut, and others by default over time (for example, log records are overwritten with newer data).
· Effort required: Amount of time required to acquire a copy of the information.
The Analysis Team

The forensic analysis function is sometimes broken into two parts: examination and analysis. The examination phase involves the use of forensic tools to recover deleted files and retrieve and characterize operating system artifacts and other relevant material, while the analysis phase uses those materials to answer the question(s) that gave rise to the investigation.

The analysis function is also responsible for reporting and presenting the investigation’s findings. Forensic reports serve a variety of audiences, ranging from upper management to legal professionals and other forensic experts who may use the findings to build a case in court; therefore, they must clearly communicate highly technical matters without sacrificing critical details.

Digital Forensics Methodology

In the public sector, this authorization may take the form of a search warrant; in the private sector, it takes whatever form is specified by the organization’s policy. Many private sector organizations require a formal statement, called an affidavit, which furnishes much of the same information usually found in a public sector search warrant. In the private sector, it is more common to authorize the collection of images of digital information, but, in the public sector, the search warrant authorizes seizure of the relevant items containing the information.

Affidavits and Search Warrants

Certain conditions must be met in order to ensure that any evidentiary material found is admissible in any legal proceedings that follow, whether administrative or judicial. In general, law enforcement agents must have a search warrant or the employer’s consent to search for evidentiary materials. A private organization wishing to search an employee’s computer must generally meet the following conditions:

· The employee has been made aware of organizational policy that such a search may occur.
· The search must be justified at its inception. That is, there is a legitimate business reason for the search—it is conducted by an authorized individual to locate legitimate work product, or it is conducted to investigate suspected misconduct involving organizational resources. If an organization routinely searches every employee’s computer or conducts truly random searches and uncovers potential evidentiary material, then the findings are admissible.

· The search must also be permissible in its scope, meaning the search has a specific focus and was constrained to that focus. This requirement does not prohibit the use of materials found during a normal business search, but it precludes a total inventory search when the identified area of interest is confined to one or two folders or directories.

· The organization has clear ownership over the container the material was discovered in. This precludes searches of the employee’s person, personal belongings, and personal technologies, but does not exclude those containers provided by the organization for the employee’s use, such as a PDA, cell phone, laptop, and so on. Gray areas include employee-purchased briefcases, satchels, and backpacks used to transport work, as well as personally owned computers, PDAs, and cell phones used by telecommuters.

· The search must be authorized by the responsible manager or administrator. For systems, the senior system administrator must allow the search unless, of course, that person is a suspect in an internal investigation. For most organizational equipment, a designated manager must provide authorization. Forward-thinking organizations designate a senior executive officer, such as the chief information officer, as a magistrate to authorize organizational searches. Even then, the search itself should be conducted by a designated, disinterested individual, such as the CISO, or another individual recommended by legal council.

Acquiring the Evidence

Once the authorization to conduct an investigation is obtained, the collection of evidence can begin. As shown earlier, this is also the point where incident response begins to interface with the forensics process.

At its heart, digital evidence collection follows a simple four-step methodology:


1.   Identify sources of evidentiary material.


2.   Authenticate the evidentiary material.


3.   Collect the evidentiary material.


4.   Maintain a documented chain of custody.

Identifying Sources

While identifying sources of evidence is somewhat straightforward in the physical world of bloodstains and fingerprints, it’s much more complex in the digital world. Simple data collection in a suspect’s corporate office may involve hundreds of gigabytes of information that resides on:

· Disks in a desktop or laptop computer (or both)

· Disks in external storage enclosures

· Memory sticks or cards

· A PDA (possibly with additional removable memory cards installed)

· A cellular phone (including any memory cards installed in it)

· Storage devices such as MP3 players

· Optical storage such as CDs and DVDs

· Networked storage

When identifying evidence in a data center (perhaps as part of an intrusion or complex fraud investigation), the sources of potential evidence multiply to include:

· Disks attached to servers

· Storage attached to a storage network such as a fibre channel or iSCSI SAN

· Files on NAS (Network Attached Storage) devices

· Logs on servers, routers, firewalls, or centralized logging servers

Authenticating Evidence

Unlike objects in the physical world that have characteristics that set them apart from other similar items, one binary digit looks pretty much like another. This presents a significant challenge in the practice of digital forensics, as the legal system demands assurances that the information presented in court is demonstrably authentic (that is, the genuine image of the disk in John Doe’s workstation or a true copy of the log records from the RADIUS server collected on January 15th). In the following discussion of collecting digital evidence, one of the core concerns is being able to demonstrate that the particular collection of bits being prepared is a true and accurate copy of the original.

Collecting Evidence

There are many considerations and processes that surround digital evidence collection. The investigator must decide upon the mode of acquisition (live or dead) and on how to package and image the collected material. The investigator must also accurately and thoroughly document all activities undertaken.

Live Acquisition

In a live acquisition, the investigator cannot know what the attacker did to the system during the compromise—common system tools may have been replaced with malicious versions, or various traps may have been put in place to destroy information if the system is disturbed. For these reasons, the investigator will typically use a trusted set of tools from a CD such as Knoppix-STD, F.I.R.E., or Helix.

Packaging for Protection

While any secure package will serve, the use of packaging specifically designed for this purpose aids proper documentation and storage. The evidence envelope is preprinted with a form that collects the relevant information for establishing where, by whom, and when the information was collected. The evidence seal is designed for single use and is very difficult to remove without breaking it.

Dead Acquisition

In a dead acquisition, the computer is typically powered off so that its disk drives can be removed for imaging; the information on the devices is static (“dead”) and durable. While dead acquisition processes and procedures were developed for computer disks, they apply equally well to disk-like devices such as thumb drives, memory cards, MP3 players, and others. In dead acquisition, an investigator seeks to obtain a forensic image of the disk or device. 

The Imaging Process

Once the suspect medium is attached to the imaging setup, the general imaging process is:

· Calculate and record a baseline cryptographic hash of the suspect medium.

· Perform a bit stream image of the suspect medium.

· Calculate and record a hash of the target (and optionally another hash of the suspect medium to verify it was not modified by the imaging process).

· Compare the hashes to verify they match.

· Package the target medium for transport.
Digital Photography

Photography plays a major role in documenting evidence and its provenance. The digital camera offers much more convenience than the traditional field camera but does require some preparation and sound process.

Field Documentation

A series of standard forms is commonly used to document the collection of evidence in the field. These forms are normally assembled into a case file that travels with the investigation team and becomes a permanent part of the documentary record of the investigation.

Maintaining the Chain of Custody
In principle, the chain of custody is quite simple; basically, it is a legal record of where the evidence was at each point in its lifetime and documentation of each and every access to it. The usual process is that the field investigator maintains personal custody and control of the sealed item until it is logged into the chain of custody book at the evidence storage room. Each time the item is removed (for analysis, copying, etc.) it is logged out, forming a documented trail of who accessed the information and when that access occurred.

Analyzing Evidence

The first step in the analysis process is to obtain the evidence from the storage area (signing it out in the chain of custody book) and perform a physical authentication. This involves verifying the written documentation against the actual item of evidence (that is, verifying the manufacturer, serial number, and other identifying information). After successful completion of that step, a copy of the evidence is made for analysis and the original is returned to storage—sound practice is to never work on the original evidence.

Two of the major tools used in forensic analysis are EnCase (Guidance Software) and Forensic Toolkit (FTK, from AccessData), and, while largely similar in function, they take different approaches to the analysis task.

Searching for Evidence

With the increasing sizes of disk devices, identifying relevant information is one of the more important analyst tasks. For example, when investigating a computer image in a case involving widespread identity theft, credit and social security numbers are highly relevant.

As part of its preprocessing, FTK constructs an index of terms found in the image. The results are available under the Search tab, and Figure 14-22 shows the occurrences of the word “arson” and the context of one of the search hits.

Developing relevant search terms can be challenging; a technique from the legal profession called cartwheeling, in which a term is extended with links to subsidiary terms, can help. For example, when investigating the unauthorized use of a keylogger, the cartwheel diagram shows how someone can approach the process of developing search terms.

Reporting the Findings

Once the analysis is complete, the findings must be reported in written and often verbal form, in either a presentation or legal testimony. This report must communicate the findings clearly to the various audiences that will use the report.
· Upper management is typically interested in the recommendations as to whether or not the allegations were correct, the scope of a data breach, and the impact and cost of that breach.

· A forensic expert retained by the opposition is interested in the details of evidence collection and analysis in order to judge if the analysis was proper and identify weaknesses that could be used to challenge it in court.

· Attorneys, judges, and juries are interested in compliance with the legal requirements and the real meaning of the evidence in deciding a question of fact.

· Other professionals (auditors, human resources departments, and others) are interested in compliance with organizational policies and identifying possible changes to those policies.

Interacting with Law Enforcement

When an incident violates civil or criminal law, it is the organization’s responsibility to notify the proper authorities. Selecting the appropriate law enforcement agency depends on the type of crime committed. The Federal Bureau of Investigation (FBI), for example, handles computer crimes that are categorized as felonies. The U.S. Secret Service investigates crimes involving U.S. currency and counterfeiting and certain cases involving credit card fraud and identity theft. The U.S. Treasury Department has a bank fraud investigation unit, and the Securities and Exchange Commission has investigation and fraud control units as well. However, the heavy case loads of these agencies mean that they typically give priority to those incidents that affect the national critical infrastructure or that have significant economic impact.

Anti-Forensics

Forensic tools excel at retrieving information that has been deleted through normal means or resides in hidden places used by the operating system. This deleted or hidden data is a valuable source of information for investigators, but its recovery can pose a significant threat to the privacy and confidentiality of an organization’s information assets.

Some forensic products offer brute force attacks against the encrypted information using dictionaries of common pass phrases. They are sometimes successful but can be defeated by a good pass phrase. Also, encrypted information may exist in unencrypted form in temporary “work files” or the paging file.
