Chapter 2 - Instructor notes:

Though we have already discussed it in chapter 1, now is a good time to reinforce the difference between logical and physical topologies.  Another concept to introduce is a cloud.  As stated before, the OSI model breaks up the various processes of a total network into logical areas.  When we talk to students about communicating on a network (such as the Internet (spelled with a capitol I since it is a formal name)) we don't always want to go into all the details of all the parts of the network.  When I am teaching my students to program a router for Frame Relay communications I don't want to discuss how the telecommunications company has designed their network (a discussion for another class period).  I can use the concept of the cloud to represent the telecommunications carrier network and the students can focus on the configuration of the router and just assume that the carrier's network exists and works.  Normally the cloud represents layer 1 and 2 functionality in the network diagram (regardless of what is actually happening in the cloud).

Another concept to help your students understand is public versus private networks.  Public networks have direct access to the public and their layer 3 addresses (IP addresses) are exposed (directly accessible) to the world.  Private networks do not have their hosts and IP addresses directly exposed to the world.  The IP addressing scheme has three groups of IP addresses that have been set aside for private networks to use.  They are 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16.  Even though it would work, you should not use public IP addresses on a private network.  If the private network became connected to the public network the use of the public addresses would likely cause routing problems.  ISPs actively filter out private addresses from accessing the Internet which is why a private network should use the ones specifically set aside for that use.
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