Chapter 10 - Instructor notes:

There is a lot of detail included in this chapter.  Much of the detail is provided as background information and you should not expect the student to retain all of the details presented.  One concept that you can help build is the benefits of the speed at which switches operate.  One of the terms used in this chapter is layer 3 switching.  Routers traditionally process their received packets in software.  As more application specific integrated circuits (ASICs) are designed we can move some of the decision needs from being processed by the main router CPU down into the faster ASICs (which has logic built into the circuit).  In effect this is a load sharing function.  Traditional routers process each packet independently, taking time to look into the routing table, to determine the departure port for a packet, injecting latency into the routing process.  If we have multiple packets destined to the same location we can use ASICs to look at the packets as they come into the interface, and if the ASIC has already used the main CPU for a look up of the departure port for a specific destination, the ASIC can redirect the successive packets to the outbound interface without slowing down the main CPU with additional routing table queries.  This means that latency is greatly reduced as packets transit our routers.  These multilayer switches generally present their greatest value in the core backbone routers where we are not implementing complex security or quality-of-service (QoS) policies.  Security and QoS policies often require each packet to be filtered against access control lists and, again, inject latency into the routing process.  Typically traffic is filtered by distribution level routers which filter traffic before it enters the core (backbone) switching/routing fabric of a network.

One area that normally needs emphasizing is the difference between routed and routing protocols.  Routed protocols are the layer 3 protocols such as IP and IPX.  They provide addressing structure, packet information, FCS functions, etc.  Routing protocols are the protocols (languages) that routers use to talk between each other and dynamically learn about the topology of the network.  This is an area in which students often make mistakes.  The concepts are not hard but the words routed and routing are close enough to confuse students new to the avalanche of new terms.  If you repeat these concepts they will eventually grasp them.

Another area that you can help the students with is the difference between a classful and a classless (CIDR) environment.  Today most software and protocols are designed to operate in a classless (CIDR) environment.  One exception is when you implement non-CIDR capable routing protocols such as RIP v1 or IGRP.  Help the student understand that normally they are operating in a CIDR capable environment, though they still have to possess the knowledge of the classful rules to understand the basic concepts as well as pass the industry certifications.
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