IST 201 Study Guide

Chapter 6


1. Given a number of subnets needed along with the number of hosts for each subnet,  be able to calculate the subnet mask.  For instance, you have an ip address of 192.168.4.0/24.  You want four networks with the following number of hosts for each:  A – 35 hosts; B – 12 hosts; C – 27 hosts; and D – 4 servers.
192.168.4.0/26

255.255.255.192
192.168.4.64/27  
255.255.255.224

192.168.4.96/28
255.255.255.240

192.168.4.112/29
255.255.255.248

2. Given an ip address of 168.9.6.0 that could have 240 hosts, could you determine the subnet mask?
255.255.255.0

3. Given an ip address such as 162.17.1.130 with a mask of 255.255.255.192, can you tell what network address it would fall within?
162.17.1.128
4. Given an ip address such as 167.73.2.25 be able to convert it to binary.
10100111  01001001  00000010 00011001

5. Given an ip address such as 170.8.34.16 255.255.255.240, what type of address is it – host?  Network?  Broadcast?
Network

6. Given some ip addresses such as 171.16.4.33/27, 171.16.4.90/27, 171.16.4.195/26, 171.16.4.127/26, can you determine which are valid host addresses?
171.16.4.33/27 yes; network would be 171.16.4.32
171.16.4.90/27 yes; network would be 171.16.4.64
171.16.4.195/26 yes; network would be 171.16.4.192

171.16.4.127/26 no because it is the broadcast

7. Given two IP addresses such as 166.8.0.70 (for a pc) and 166.8.0.126 for the router fast ethernet interface (gateway).  What would be the cidr suffix – e.g., /25, /26, /27?
       
 Network               Host range                Broadcast
/26; 166.8.0.0    166.8.0.1 – 166.8.0.62     166.8.0.63
166.8.0.64  166.8.0.65 – 166.8.0.126  166.8.0.127  (Note that router interface is assigned the last host address within the range)

8. How can you distinguish a network address given an IP address?
Use the subnet mask and the ANDing process.
9. How many bits is an IPv4 address?  IPv6?   32; 128
10. What addresses are servers and routers normally assigned?  Either the first or last numbers in the host range
11. What are the private IP addresses?  Could you identify addresses within subnets of those private addresses?

10.0.0.0

172.16.0.0

192.168.0.0

12. What devices should have static IP addresses?

Servers, routers, and network printers
13. What do you know about IP addressing and private network addresses?  What about 127.0.0.1 and IP addressing?
Private addresses are not allowed on the Internet.  The loopback is not assignable to a host.

14. What do you know about IPv6?
Large address range, data types and classes of services, and allows for authentication and encryption
15. What do you know about network portions of an IPv4 address?

Displays as all ones in the subnet mask and it is used to distinguish whether a message is sent directly to a machine within the same network or sent to the gateway.
It is identical for all hosts in a broadcast domain.

It varies in length

16. What is the purpose of ANDing?

To find the network address and see above.
17. What is the purpose of the gateway address?  What would happen if it was wrong?

Messages would not be able to go outside the current network.
18. What would a router do with a packet that had exceeded its TTL?

It would discard the packet.  Send a time exceeded message to the source host.
19. What would cause a ping of 127.0.0.1 to fail?
IP was not configured correctly or the NIC was inoperable.
20. When using private addresses internally, what do you have to use for the internal hosts to be able to access hosts on an external network?
NAT.
